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Contribute to society by creating new products and businesses through Digital and Al
Technology, Green Innovation, and Product Security Technology

Technology Division

Research and development of devices that realize a sustainable
environment and society

Digital & AI Technology Center Osaka .-
Research and development, and solution building based on (Moriguchi/  zi&2s
digital and AI technologies Kadoma) ::ii-
Fukuoka . '_,65_
, \ O
Green Innovation Center Q . EEE‘;@EEEEEE‘A{E;'\Tokyo

Yokohama/—“

Pr ri nter
oduct Security Cente R&D bases of Technology

Building a security technology platform, , training of security Division in Japan
engineers, development of core technologies for our products and (as of 2024.06.01)
services
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« 17th International Conference on Machine Vision Applications (MVA2021 Best

Poster Award)

Lossless Al: Toward Guaranteeing Consistency between Inferences Before and

After Quantization via Knowledge Distillation
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Panasonic Technical Journal Vol.67 No.2 Nov.2021
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Text Prompt Model Inference
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RIFE-FIEEEETIVHIPIE (Hierarchical Open-vocabulary Universal Image Segmentation)
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« NeurIPS2023 Hierarchical Open-vocabulary Universal Image Segmentation
ACCV2022 Few-shot Adaptive Object Detection with Cross-Domain CutMix

CVPR2021 AutoDO: Robust AutoAugment for Biased Data with Label Noise via
Scalable Probabilistic Implicit Differentiation

ACML2021 Contrastive Neural Processes for Self-Supervised Learning
CVPR2020 Deep Active Learning for Biased Datasets via Fisher Kernel Self-Supervision
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https://ieeexplore.ieee.org/document/9511383
https://ieeexplore.ieee.org/document/9511383
https://xtech.nikkei.com/atcl/nxt/mag/rob/18/012600001/00061/
https://xtech.nikkei.com/atcl/nxt/mag/rob/18/012600001/00061/
https://holdings.panasonic/jp/corporate/technology/technology-journal/pdf/v6702/p0112.pdf
https://news.panasonic.com/jp/press/jn231121-4
https://news.panasonic.com/jp/press/jn230523-1
https://arxiv.org/abs/2307.00764
https://openaccess.thecvf.com/content/ACCV2022/html/Nakamura_Few-shot_Adaptive_Object_Detection_with_Cross-Domain_CutMix_ACCV_2022_paper.html
https://openaccess.thecvf.com/content/CVPR2021/papers/Gudovskiy_AutoDO_Robust_AutoAugment_for_Biased_Data_With_Label_Noise_via_CVPR_2021_paper.pdf
https://openaccess.thecvf.com/content/CVPR2021/papers/Gudovskiy_AutoDO_Robust_AutoAugment_for_Biased_Data_With_Label_Noise_via_CVPR_2021_paper.pdf
https://arxiv.org/abs/2110.13623
https://openaccess.thecvf.com/content_CVPR_2020/html/Gudovskiy_Deep_Active_Learning_for_Biased_Datasets_via_Fisher_Kernel_Self-Supervision_CVPR_2020_paper.html
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IoT : €/D1257—2Yb; (Internet of Things)
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IoTZR&E (IoT appliances)
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https://panasonic.jp/life/housework/100077.html

s < - JOTREDREHEFIVT

BEt+1V7s (Information Security)
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SFitE# (Quantum Computer) :: E2FHEZFIALE 'I'E#%E

SFTEH (-

FFEDHIEM RO U CEsm _ERhERM(TRAF DR (RRE DA%, BRI 2L RE)
ROFTIERIRER RARIRE FE TR LRRIESZf#5ia 68 (RIERSEDSIELVWEAZ/ENREIEE

10002 FEYh (BRDETIERL)
BiEU 2030 (CGERDETIESHDE+ A~ B hE2 FEYhEIRFE

MEFiEiIES (Post-Quantum Cryptography, PQC) |
. BT EMOTEMECTIZ >3 MRS

KA 2035 TILBABDIEES 27 A&PQCIEIT] (202245846)
« NIST PQCEZEEE L A TUETEEENNHEITH

R dy

H3E B
Dilithium BIKE
(Draft FIPS 204)
Kyber | Classic McEliece
(Draft FIPS 203) Teledn e
SPHINCS+
(Draft FIPS 205) SIKE

NIST PQCIREREL NIST PQC Round4fxfA=



sl | PQCOEZEL

EER EDERE : PQCOTHRANIEIA MRS

RO HBIESLDE, PQCIEERAERE BEEKICHERILIERRE, XENEREN KRSV
[oTRE(FEEH TETHETEYY - AWV NeEWesh, INTERERED D

aaed : PQCOALEEAFRZ/NESULTIFELLY
SEFPQCHRD—DTHD. Classic McElieceb L7 TV L ZXTERET S
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Given M € F* X0 g gtk Eind T € FROXE

3 Key Generation

Each Classic McEliece secret key defines a hinary Goppa code. To generate the public
key for a non-f parameter set, the key generation algorithm first generates a parity-check
matrix

H o |'.1|-I | T“-.J = :F.Lrl—.ﬁ'f-‘\ﬂ

of the code, where M £ F—_lr"_khr”_m and T & F—_lr" ~kI%k Then, the algorithm tries to
reduce H to systematic form
(I, | T)=M'H

using Gaussian elimination. If H is successfully reduced to (fn—& | T'), which means
M is invertible, the public key is simply the row-major representation of T € [,
Otherwise, public key generation fails and a new secret key is generated. As mentioned
in the supporting documentation of Classic McEliece, approximately 20% of H can be
reduced to (I, | T). This means that on average 3.4 attempts are required to generate
a key pair for each non-f parameter set.
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492.pdf (iacr.org)


https://eprint.iacr.org/2021/492.pdf
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